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Issue Specific Security Policy
Examples of Issue-Specific Security Policy from the Web
[bookmark: _GoBack]Issue specific security Policies offers guidance to instruct employees in the proper use of resources in information and technology. They are designed to regulate the use and prevent misuse of an organization’s assets. A search in the web about ISSPs directed me to an example of an ISSP titled “Fair and Responsible Use of Wireless LAN Technology”. The statement of policy for the ISSP indicates that the policy addresses fair and responsible use of Acme’s wireless local area network (WLAN). The policy covers the protocols, software, and hardware associated with WLANS (StudyLib).  It is intended for authorized users with then the Acme enterprise who include workers and contingent employees. 
The policy indicates that appropriate use of WLANS in Acme is by utilizing them only when wired network is unavailable or inappropriate for a given situation. To ensure this, all wireless connections are secured using encryptions and authentications. Besides, only WLAN technologies that have been approved by Acme are allowed within the organization. For system management the network administrator has the sole responsibility of ensuring that all access points are configured with proper user settings as stipulated by the WLAN system-specific policy. Also, Acme reserves the right to review any of the technologies associated with its WLAN. Violation of the policy gives Acme the propensity to act in a way that it deems appropriate based on the circumstances, including contract termination and legal action. The policy is reviewed by Acme Information Security on annual basis or as dictated by the changes in technology (StudyLib). The organization assumes no liability for any unauthorized use that violate the local, state, or federal legislations.
Fair and Responsible Use of Computers at Lindenwood University
Statement of Policy
This policy addresses fair and responsible of all computers that connect to the Linden University network. It includes those belonging to the staff, students, faculty or owned by the university. The university has a discretion to restrict or permit use of its network. It can also limit individual capabilities when using the network.
Authorized Access and Usage of the Equipment
Individuals who access computer facilities in the university as well as its network must demonstrate responsibility for appropriate use. The university expects users to be civil, responsible, honest, and careful in the use of the network and the computer facilities. The facilities are limited to administrative and educational use with any attempt to circumvent the information systems perceived as attempted theft and will be prosecuted accordingly.
Prohibited Use of Equipment
Individuals are prohibited from using file sharing software on the Lindenwood Network. Because the network is utilized by several university services, the IT department actively monitor the traffic in the network to promote reliability. File sharing software would take a significant portion of this network, which create lags. While media streaming is allowed, all media applications that are band-intensive will be terminated during peak hours to ensure continued service to everyone in the university. Obscene language in the network is prohibited and individuals found culpable of such will be prosecuted. Lindenwood University reserves the right to monitor all computers connected to its networks.
Systems Management
The IT manager at Lindenwood University has the sole responsibility of ensuring that all access points to the computer facilities and networks are configured with the relevant settings. Lindenwood University IT department is responsible for stipulating encryption and authentication requirements as well as the installation of relevant compliance standards. 
Violations of Policy
In the event of inappropriate use of the computer facilities and networks, the university’s department of IT reserves the right to deny network or equipment access on a temporary or permanent basis based on the extent of violation. The network administrator will take the initiative to notify the end-user of any such action.
Policy Review and Modification
This policy is subject to review on an annual basis or based on necessity from technological changes.
Limitations of Liability
Lindenwood University assumes no responsibility on any illegal use that violates the state or federal legislation. In case of such violation, the university will terminate its relationship with the violator, thereby offering no legal assistance or protection.
Does your school have a similar policy? Does it contain all of the elements listed in the text?
The university has a similar policy to facilitate safe and secure use of computers and internet connections. While the policy contains most of the elements listed in the text, it lacks some including system management and policy review and modification. Regardless, it has indicated the procedure for appropriate use, the policy violation, as well as the limitations of liability.
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